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DISCLOSURE TEXT: 

A program is disclosed which automatically embeds the user-ID onto the multimedia content which has been accessed from the Internet. There 
are many illegal multimedia contents on a open network such as the Internet which infringes the copyright of the content owner. The purpose 
of this program is to track not only the last illegal content user but also the whole list of illegal contents users which have passed that content. 

The technology used to embed the user-ID is often referred to as digital invisible watermark . Digital invisible watermarks have the 
characteristic of being able to embed digital information onto digital multimedia contents without degrading the quality of the image/ audio. It 
is required that the digital invisible watermark has the feature to continously append the user-ID watermarks to a given extent. The system may 
be described as the following. 1. Initially, the information which represents the copyright owner will be embedded prior to uploading into the 
Internet. 2. The intermediate server, e.g. provider, gateway server, proxy server, will check if there are any copyright owner information 
already embedded. And if there are none, the content will be downloaded as with previous methods. But if copyright owner information is 
already embedded, then the user-ID who requested the download will be automatically appended. A typical user-ID may be an IP address. 

Previous methods of tracking illegal usage either required special hardware or had no capability of tracking previous illegal usage. A typical 
scenario when this program is installed on numerious intermediate servers would be the following: The first user may access the multimedia 
content which has the contents owner information embedded on the internet in a seemless fashion by any normal commercially available 
internet browser. At this point, this user will see by the browser the content which already has his/her user-ID embedded by the intermediate 
server but will have no problems. In a normal operation, the content will not go anywhere. But if the first user copies or captures the content 
and uses it on a Internet homepage the first user's user-ID is already embedded. If a second user uses this content which has the first user's 
user-ID embedded on a different homepage, then both the user-ID of the first user and also the second user will be embedded on the image in 
addition to the copyright owner information. This automatic continous user-ID appending may be repeated for a given extent. The 
effectiveness of this program is that when an illegal usage is found, the whole list of illegal users will be identified. 
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DISCLOSURE TEXT: 

Disclosed is the technique of the Watermarking technology that allows users to embedded/retrieved multiple information to/from a single piece 
of digital contents. The technique consists of two parts. (1) Embedding multiple watermarks, that are not interfere to each other, into a single 
digital content and (2) Retrieving any but only one watermark data from the specified region in the digital content, which shows the strongest 
watermark signal in that specified region. The technical feasibility of this technique is confirmed by using IBM DataHiding technology for still 
images, but it is also applicable to audio files as well as motion pictures. 

DataHiding Technology This technique uses Invisible and robust watermarking technology, that is robust against image editing such as 
Trimming, Compression, Rotation, etc . Watermark information is in embedding image area itself, thus, it can retrieve watermark information 
from editing embedding image, not need additional area information file such as frame information. DataHiding key The detection and 
embedding watermark keys are designed to be symmetric, the watermark detector equipped with either detection key would only be able to 
detect the watermark information that is embedded using the same watermark key, and ignore the rest. Therefore, only the designated 
watermark mformation will be retrieved from the image . In addition, the watermarks with different watermark keys are orthogonal to each 
other, and not to interfere each other. Thus watermark regions that are embedded with different watermark keys, can be overlapped. In order to 
detect multiple layers o f watermarks, the detector will conduct simultaneous detection using multiple detection keys to seek watermark which 
matches the detection key. In addition, we added an interface for the user to specify location in the digital content, where the user has the most 
interest. The detector will conduct detection operation centered at the user-specified location, thus will retrieve the embedded watermark that is 
associated to that specific location. In Fig.l example, two different watermark information, Ai and Bi, are embedded into the same host digital 
image using different watermark keys Ak and Bk. Watermarked area A is embedded watermark information(Ai) with. Watermark key (Ak). 
Watermarked area B is embedded watermark information(Bi) with Watermark key(Bk). Out of Watermarked area A and B is not-embedded 
area, that isn t include any watermark information. 

When the user points detection request at Point- 1 using Ak or Bk, he can t any information, because Point- 1 is on the not-embedding area. 
When the user points detection request at Point-2 using Ak, he can get only Ai information. At the case of Bk, he can t any information, 
because Point- 1 is not included Watermark area B. When the user points detection request at Point-3 using Bk, he can get only Bi information. 
At the case of Ak, he can t any information, because Point-3 is not included Watermark area A. When the user points detection request at 
Point-4 using Ak and Bk, he can get both of information Ai and Bi. 

In Fig. 2 example, After embedding operation, green grape image is clipped and pasted the bottom of left area. In Fig 1 case, the user can t 
retrieve any information on Point- 1. However, in this case, when the user points detection request at Point- 1 using Bk, he can get Bi 
information. Because watermark information Bi is copied with clipped image in Watermark area B. The example of implementation is shown 
below;This implementation consists of the following 2 functional units: 1) Embedding unit Embedding unit is embedded hiding information to 
Digital contents. The following figure is operation procedure of Embedding unit. 

1.1) WM Key selection This function selects watermarking key from Watermarking key Database(A). 1.2) WM area selection This function 
selects and clips a part of area from Digital contents(B). Clipped area will embed hiding information by WM key. 1 .3) Embedding operation 
This function embeds hiding information(E) to Embedding area(D) by WM key(C). Then watermarked area(F) put into Contents(B). 2) 
Retrieving unit: Retrieving unit is retrieved hiding information from Digital contents. 

The following figure is operation procedure of Retrieving unit. 1.1) WM Key selection This function selects watermarking key from 
Watermarking key Database(A). 1.2) WM area selection This function selects and clips a part of area from Digital contents(B). Clipped area 
will embed hiding information by WM key. 1.3) Embedding operation This function embeds hiding information(E) to Embedding area(D) by 
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WM key(C). Then watermarked area(F) put into Contents(B). 
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